
ANSI/ASHRAE Addendum bh to
ANSI/ASHRAE Standard 135-2012

Data Communication
Protocol for

Building Automation
and Control Networks

Approved by ASHRAE on February 29, 2016, and by the American National Standards Institute on March 1, 2016.

This addendum was approved by a Standing Standard Project Committee (SSPC) for which the Standards Committee has estab-
lished a documented program for regular publication of addenda or revisions, including procedures for timely, documented, con-
sensus action on requests for change to any part of the standard. The change submittal form, instructions, and deadlines may be
obtained in electronic form from the ASHRAE website (www.ashrae.org) or in paper form from the Senior Manager of Standards. 

The latest edition of an ASHRAE Standard may be purchased on the ASHRAE website (www.ashrae.org) or from ASHRAE Cus-
tomer Service, 1791 Tullie Circle, NE, Atlanta, GA 30329-2305. E-mail: orders@ashrae.org. Fax: 678-539-2129. Telephone: 404-
636-8400 (worldwide), or toll free 1-800-527-4723 (for orders in US and Canada). For reprint permission, go to
www.ashrae.org/permissions.

© 2016 ASHRAE                  ISSN 1041-2336



ASHRAE is a registered trademark of the American Society of Heating, Refrigerating and Air-Conditioning Engineers, Inc.
ANSI is a registered trademark of the American National Standards Institute.

SPECIAL NOTE
This American National Standard (ANS) is a national voluntary consensus Standard developed under the auspices of ASHRAE. Consensus is defined
by the American National Standards Institute (ANSI), of which ASHRAE is a member and which has approved this Standard as an ANS, as
“substantial agreement reached by directly and materially affected interest categories. This signifies the concurrence of more than a simple majority,
but not necessarily unanimity. Consensus requires that all views and objections be considered, and that an effort be made toward their resolution.”
Compliance with this Standard is voluntary until and unless a legal jurisdiction makes compliance mandatory through legislation. 

ASHRAE obtains consensus through participation of its national and international members, associated societies, and public review.
ASHRAE Standards are prepared by a Project Committee appointed specifically for the purpose of writing the Standard. The Project

Committee Chair and Vice-Chair must be members of ASHRAE; while other committee members may or may not be ASHRAE members, all
must be technically qualified in the subject area of the Standard. Every effort is made to balance the concerned interests on all Project Committees. 

The Senior Manager of Standards of ASHRAE should be contacted for
a. interpretation of the contents of this Standard,
b. participation in the next review of the Standard,
c. offering constructive criticism for improving the Standard, or
d. permission to reprint portions of the Standard.

DISCLAIMER
ASHRAE uses its best efforts to promulgate Standards and Guidelines for the benefit of the public in light of available information and accepted
industry practices. However, ASHRAE does not guarantee, certify, or assure the safety or performance of any products, components, or systems
tested, installed, or operated in accordance with ASHRAE’s Standards or Guidelines or that any tests conducted under its Standards or Guidelines
will be nonhazardous or free from risk.

ASHRAE INDUSTRIAL ADVERTISING POLICY ON STANDARDS
ASHRAE Standards and Guidelines are established to assist industry and the public by offering a uniform method of testing for rating purposes, by
suggesting safe practices in designing and installing equipment, by providing proper definitions of this equipment, and by providing other information
that may serve to guide the industry. The creation of ASHRAE Standards and Guidelines is determined by the need for them, and conformance
to them is completely voluntary.

In referring to this Standard or Guideline and in marking of equipment and in advertising, no claim shall be made, either stated or implied,
that the product has been approved by ASHRAE.

ASHRAE Standing Standard Project Committee 135
Cognizant TC: 1.4, Control Theory and Application

SPLS Liaison: Mark P. Modera

Carl Neilson*, Chair Stuart G. Donaldson* Thomas Kurowski*
Bernhard Isler, Vice-Chair Michael P. Graham* H. Michael Newman*
Michael Osborne*, Secretary David G. Holmberg* Duffy O’Craven*
Coleman L. Brumley, Jr.* Daniel Kollodge* Gregory M. Spiro*
Clifford H. Copass* Jake Kopocis* Grant N. Wichenko*

* Denotes members of voting status when the document was approved for publication

ASHRAE STANDARDS COMMITTEE 2015–2016

Douglass T. Reindl, Chair Steven J. Emmerich Heather L. Platt
Rita M. Harrold, Vice-Chair Julie M. Ferguson David Robin
James D. Aswegan Walter T. Grondzik Peter Simmonds
Niels Bidstrup Roger L. Hedrick Dennis A. Stanke
Donald M. Brundage Srinivas Katipamula Wayne H. Stoppelmoor, Jr.
John A. Clark Rick A. Larson Jack H. Zarour
Waller S. Clements Lawrence C. Markel Julia A. Keen, BOD ExO
John F. Dunlap Arsen K. Melikov James K. Vallort, CO
James W. Earley, Jr. Mark P. Modera
Keith I. Emerson Cyrus H. Nasseri

Stephanie C. Reiniche, Senior Manager of Standards



© ASHRAE (www.ashrae.org). For personal use only. Additional reproduction, distribution, 

or transmission in either print or digital form is not permitted without ASHRAE's prior written permission. 

ANSI/ASHRAE Addendum bh to ANSI/ASHRAE Standard 135-2012 1 

[This foreword and the “rationales” on the following pages are not part of this standard. They are merely 

informative and do not contain requirements necessary for conformance to the standard.]  
 

 

FOREWORD 

 

The purpose of this addendum is to present a proposed change for public review. These modifications are the result of change 

proposals made pursuant to the ASHRAE continuous maintenance procedures and of deliberations within Standing Standard 

Project Committee 135. The proposed changes are summarized below. 

 

135-2012bh-1. Correct Application State Machine Failover, p. 2 

135-2012bh-2. Increase Segmentation Window Size for MS/TP, p. 4 

 

In the following document, language to be added to existing clauses of ANSI/ASHRAE 135-2012 and Addenda is indicated 

through the use of italics, while deletions are indicated by strikethrough. Where entirely new subclauses are proposed to be 

added, plain type is used throughout. Only this new and deleted text is open to comment as this time. All other material in this 

addendum is provided for context only and is not open for public review comment except as it relates to the proposed changes.  
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135-2012bh-1. Correct Application State Machine Failover. 
 

Rationale 
 
During testing of the performance of MS/TP connected via a router to an IP network, it was found that delays in 
message delivery (i.e., the message was waiting at the router for the token to arrive) could cause undesirable side-
effects which resulted in a degradation of performance far beyond that due directly to the message delay.  These 
side-effects were in two cases which will be explained below.  The corrections to the Application Layer 
communication state machine for BACnet communications are intended to eliminate the side-effects and restore 
expected operation. 
 
Case 1 associated with the correction in Clause 5.4.2.2 Function DuplicateInWindow 
 
This case can happen if Confirmed Request PDUs which are segments of a larger message are delayed sufficiently 
in transport (i.e., buffered in a router and waiting for the MS/TP token to arrive) to cause the sender to time out and 
begin retransmission of the message segment(s).  When the original segment(s) arrive at the destination device, 
they will cause the destination device to expect the next segmentation window group to start arriving and will change 
InitialSequenceNumber (i.e., when in the 5.4.5.2 SEGMENTED_REQUEST state will take the 
LastSegmentOfGroupReceived transition).  After this is done, the retransmitted message segment(s) will arrive at 
the destination device and will contain sequence-number(s) belonging to the previous segmentation window group.  
Since the sequence-number(s) belong to the previous segmentation window group, the function DuplicateInWindow 
will not recognize the message segment(s) as duplicates causing the destination device to treat them as out of 
order (i.e., the 5.4.5.2 SEGMENTED_REQUEST state will take the SegmentReceivedOutOfOrder transition).  The 
result is that the destination device sends one or more BACnet-SegmentACK-PDUs with ‘negative-ACK’ = TRUE 
to the requesting device when there is no reason to do so. 
 
The correction is to modify the DuplicateInWindow function to recognize sequence-number(s) belonging to the 
previous segmentation window group as duplicates during the time immediately after a new segmentation window 
group has been started.  The start of a new segmentation window group is indicated by firstSeqNumber and 
lastSequenceNumber being equal (i.e., local variable receivedCount is zero).  Sequence-number(s) belonging to 
the previous segmentation window group are indicated by a seqA value less than or equal to firstSeqNumber 
(modulo 256) within the span of ActualWindowSize. 
 
This case no longer exists after message segment(s) inside the new segmentation window group start arriving since 
all previous segmentation window group retries should be purged from the transport devices at that time. 
 
Case 2 associated with the correction in Clause 5.4.5.1 IDLE (server). 
 
This case can happen when Confirmed Request PDUs which are the last segment(s) of a larger message are 
delayed sufficiently in transport (i.e., buffered in a router and waiting for the MS/TP token to arrive) to cause the 
requester to time out and begin retransmission of the message segment(s).  When the original segment(s) arrive 
at the destination device, they will cause the destination device to accept the completed larger message and 
transmit a SegmentACK-PDU before processing the larger message (i.e., the 5.4.5.2 SEGMENTED_REQUEST 
state will take the LastSegmentOfMessageReceived transition).  When the destination device completes the 
processing of the larger message and places a response in its data link output queue (i.e., the response is waiting 
for the token to arrive) it will then transition to the IDLE state.  If message segment retries remaining from the request 
message arrive after that time, they will be immediately answered with an Abort PDU (i.e., the 5.4.5.1 IDLE state 
will take the UnexpectedPDU_Received transition) even if the response to the larger message is still waiting in the 
data link output queue.  The Abort PDU will cause the requesting device to treat the larger message as being 
aborted even though the larger message was successful and a response is waiting (i.e., the 5.4.4.3 
AWAIT_CONFIRMATION state will take the AbortPDU_Received transition). 
 
The correction is to prevent the Abort PDU(s) sent in response to unexpected confirmed request segments from 
preceding the larger message response so that the requesting device receives the larger message response before 
the Abort PDU(s) and processes it.  This is done by issuing an N-RELEASE.request to the network layer before 
issuing the Abort PDU N-UNITDATA.request.  This causes the data link to release (i.e., the MS/TP data link sends 
a reply postpone frame to the router) before the Abort PDU(s) arrive at the data link.  Since the data link has been 
released, the Abort PDU(s) will be placed in the output queue after the larger message response that may still be 
waiting (i.e., the token has not yet arrived at this device).  Thus the expected message order is preserved and the 
requesting device can process the larger message response. 
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[Change Clause 5.4.2.2, p. 27] 

 

5.4.2.2 Function DuplicateInWindow 

 

The function "DuplicateInWindow" determines whether a value, seqA, is within the range firstSeqNumber through 

lastSequenceNumber, modulo 256, or if called at the start of a new Window and no new message segments have been 

received yet, it determines if the value seqA is within the range of the previous Window. All computations and 

comparisons are modulo 256 operations on unsigned eight-bit quantities. 

 

function DuplicateInWindow(seqA, firstSeqNumber, lastSequenceNumber) 

 

(1) Set local variable receivedCount to lastSeqNumber lastSequenceNumber minus firstSeqNumber, modulo 

256. 

(2) If receivedCount is greater than ActualWindowSize, then return FALSE. 

(3) If seqA minus firstSeqNumber, modulo 256, is less than or equal to receivedCount, then return TRUE. 

(4) If receivedCount is zero and firstSeqNumber minus seqA, modulo 256, is less than or equal to 

ActualWindowSize, then return TRUE. 

(45) Else return FALSE. 

 

[Change Clause 5.4.5.1, p. 36] 

 

5.4.5.1 IDLE 

 

In the IDLE state, the device waits for a PDU from the network layer. 

 

SecurityError_Received 

If a security error is received via an N-REPORT.indication from the network layer,  

 

then enter the IDLE state. 

 

... 

 

AbortPDU_Received 

 If a BACnet-Abort-PDU whose 'server' parameter is FALSE is received from the network layer,  

 

 then enter the IDLE state. 

 

UnexpectedPDU_Received 

If an unexpected PDU (BACnet-Confirmed-Request-PDU with 'segmented-message' = TRUE and 'sequence-

number' not equal to zero or BACnet-SegmentACK-PDU with 'server' = FALSE) is received from the 

network layer, 

  

then issue an N-RELEASE.request to the network layer entity specifying the source_address value of the 

segment for the destination_address parameter (to prevent the following abort response from being 

transmitted ahead of other response message frames that may be queued); then issue an N-

UNITDATA.request with 'data_expecting_reply' = FALSE to transmit a BACnet-Abort-PDU with 'server' = 

TRUE and ‘abort-reason’ = INVALID_APDU_IN_THIS_STATE; and enter the IDLE state. 
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135-2012bh-2. Increase Segmentation Window Size for MS/TP. 
 

Rationale 
 
Limiting the segmentation window size to one for all MS/TP devices unnecessarily restricts performance, especially 
when a router exists between the MS/TP device and the other node.  If the MS/TP device has limited resources 
and needs a segmentation window size of one, it can continue to use a proposed/actual window size of one.  If it 
can handle a larger segmentation window size, then it should be allowed to improve its performance.  Thus the 
proposed change is backward compatible. 
 
Performance is restricted (with the current standard) in that only one frame of a segmented message can generally 
be sent each time the token goes around the loop when a router is involved.  If, for example, the router receives a 
message segment from an Ethernet port, it generally cannot get the next message segment until after it has passed 
the token due to the delays involved with processing each segment Ack at the sending node.  However, if the 
sending node was allowed to send multiple message segments to the router (i.e., a segmentation window size 
greater than one), the router could then send multiple frames within the limits of its Nmax_info_frames value before 
passing the token, thus greatly improving performance for large messages. 
 
Alternate approaches to reducing this problem such as making message segments unconfirmed are undesirable 
because they would affect all Data Link types (not just MS/TP), could cause incompatibilities with existing 
implementations that assume segments can be responded to at will, and could affect performance on installations 
that have significant errors (since a segment can't be NAKed immediately).  The proposed change makes MS/TP 
behave more like other commonly used Data Link types and eliminates some special requirements for MS/TP that 
affect other communication layers. 
 
 

[Change Clause 4.1, p. 12] 

 

The data link layer organizes the data into frames or packets, regulates access to the medium, provides addressing, 

and handles some error recovery and flow control. These are all functions that are required in a BAC protocol. The 

conclusion is that the data link layer is needed. For the purposes of BACnet, a data link layer entity may ignore any 

service request primitive that is not defined for the particular data link type. 

 

[Change Clause 5.4.4.4, p. 33] 

 

5.4.4.4 SEGMENTED_CONF 

... 

NewSegmentReceived 

If a BACnet-ComplexACK-PDU that has sufficient security parameters is received from the network layer whose 

'segmented-message' parameter is TRUE; whose 'more-follows' parameter is TRUE; whose 'sequence-number' 

parameter is equal to LastSequenceNumber plus 1, modulo 256; and whose 'sequence-number' parameter is not equal 

to InitialSequenceNumber plus ActualWindowSize, modulo 256, 

 

then save the BACnet-ComplexACK-PDU segment; increment LastSequenceNumber, modulo 256; restart 

SegmentTimer; issue a N-RELEASE.request to the network layer entity specifying the source_address value of the 

segment for the destination_address parameter (in case the data link layer is waiting for a reply); and enter the 

SEGMENTED_CONF state to receive additional segments. 

… 

 

[Change Clause 5.4.5.2, p. 37] 

 

5.4.5.2 SEGMENTED_REQUEST 

... 

NewSegmentReceived 

If a BACnet-Confirmed-Request-PDU that is secured with the same settings as the original PDU is received from the 

network layer whose 'segmented-message' parameter is TRUE; whose 'more-follows' parameter is TRUE; whose 

'sequence-number' parameter is equal to LastSequenceNumber plus 1, modulo 256; and whose 'sequence-number' 

parameter is not equal to InitialSequenceNumber plus ActualWindowSize, modulo 256, 

 

then save the BACnet-Confirmed-Request-PDU segment; increment LastSequenceNumber, modulo 256; restart 

SegmentTimer; issue a N-RELEASE.request to the network layer entity specifying the source_address value of the 
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segment for the destination_address parameter (in case the data link layer is waiting for a reply); and enter the 

SEGMENTED_REQUEST state to receive the remaining segments. 

... 

 

[Change Clause 6.1, p. 53] 

 

6.1 Network Layer Service Specification 

 

Conceptually, the BACnet network layer provides an unacknowledged connectionless form of data unit transfer service to 

the application layer. The primitives associated with the interaction are the N-UNITDATA request and indication, the N-

RELEASE request, and the N-REPORT indication.  These primitives provide parameters as follows: 

 

N-UNITDATA.request ( 

destination_address, 

data, 

network_priority, 

data_expecting_reply 

security_parameters 

) 

 

N-UNITDATA.indication ( 

source_address, 

destination_address, 

data, 

network_priority, 

data_expecting_reply, 

security_parameters 

) 

 

N-RELEASE.request ( 

destination_address 

) 

… 

 

Upon receipt of an N-UNITDATA.request primitive from the application layer, the network layer shall attempt to send an 

NSDU using the procedures described in this clause. Upon receipt of an NSDU from a peer network entity, a network 

entity shall either 1) send the NSDU to its destination on a directly connected network, 2) send the NSDU to the next 

BACnet router en route to its destination, and/or 3) if the destination address matches that of one of its own application 

entities, issue an N-UNITDATA.indication primitive to the appropriate entity in its own application layer to signal the 

arrival of the NSDU. 

 

Upon receipt of an N-RELEASE.request primitive from the application layer, the network entity shall attempt to issue a 

DL-RELEASE.request primitive to the data link entity specified by the destination_address parameter of the N-

RELEASE.request.  If there is only one data link entity available, then the destination_address may be ignored. 

 

[Change Clause 6.5.4, p.66] 

 

6.5.4 Network Layer Procedures for the Receipt of Remote Traffic 

 

Upon receipt of an NPDU from the data link layer ... SA of the incoming NPDU. 

 

If the NPCI control octet indicates the presence of a DNET field, the NE resides in a BACnet router, the NPDU is to be 

routed to a different device, and the NPDU requires a reply (conveyed by the ‘data_expecting_reply’ parameter of the DL-

UNITDATA indication primitive), then a DL-RELEASE request shall be issued to the data link layer entity specified by the 

source_address value of the DL-UNITDATA indication.  

 

Three possibilities exist: either the router is directly connected ... 

 

[Add new Clause 9.1.4, p. 81] 

 

9.1.4 DL-RELEASE.request 
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9.1.4.1 Function 

 

This primitive is the service request primitive for releasing a Master Node State Machine from the 

ANSWER_DATA_REQUEST state when no reply is available from the higher layers. 

 

9.1.4.2 Semantics of the Service Primitive 

 

The primitive shall not provide any parameters as follows: 

 

DL-RELEASE.request( ) 

 

9.1.4.3 When Generated 

 

This primitive is generated from the network layer to the MS/TP entity to indicate that no reply is available from the higher 

layers. 

 

9.1.4.4 Effect on Receipt 

 

Receipt of this primitive causes the MS/TP Master Node State Machine to leave the ANSWER_DATA_REQUEST state. 

If a Master Node State Machine is not in the ANSWER_DATA_REQUEST state or a Slave Node State Machine is present, 

then this primitive shall be ignored. 

 

[Change Clause 9.5.6, p. 102] 

 

9.5.6 Master Node Finite State Machine 

... 

A master node that supports segmentation shall not use a segmentation window size greater than one. respond to each 

BACnet Data Expecting Reply frame with either a Reply Postponed frame or a data frame.  This response releases the 

MS/TP Master Node State Machine that is holding the token from the WAIT_FOR_REPLY state and allows it to send the 

next MS/TP frame. 

 

[Change Clause 9.5.6.9, p. 109] 

 

9.5.6.9 ANSWER_DATA_REQUEST 

... 

DeferredReply 

If no reply will be available from the higher layers within Treply_delay after the reception of the final octet of the 

requesting frame (the mechanism used to determine this is a local matter), or after a DL-RELEASE.request is received, 

 

then an immediate reply is not possible. Any reply shall wait until this node receives the token. Call SendFrame to 

transmit a Reply Postponed frame, and enter the IDLE state. 

 

[Change Clause 9.7.1, p. 112] 

 

9.7.1 Routing of Messages from MS/TP 

 

When a network entity with routing capability receives from a directly connected MS/TP data link an NPDU whose 

'data_expecting_reply' parameter is TRUE and the NPDU is to be routed to another network device according to the 

procedures of Clause 6, the network entity shall direct the MS/TP data link to transmit a Reply Postponed frame by issuing 

a DL-RELEASE.request before attempting to route the NPDU. This allows the routing node to leave the 

ANSWER_DATA_REQUEST state and the sending node to leave the WAIT_FOR_REPLY state before the potentially 

lengthy process of routing the NPDU is begun. 
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[Add a new entry to History of Revisions, p. 1027] 

 

(This History of Revisions is not part of this standard. It is merely informative and does not contain requirements necessary 

for conformance to the standard.) 

 

   HISTORY OF REVISIONS 

 

… … … 

1 18 Addendum bh to ANSI/ASHRAE 135-2012 

Approved by ASHRAE on February 29, 2016, and by the American National Standards 

Institute March 1, 2016. 

 

1. Correct Application State Machine Failover 

2. Increase Segmentation Window Size for MS/TP 

 

 

 

 



POLICY STATEMENT DEFINING ASHRAE’S CONCERN
FOR THE ENVIRONMENTAL IMPACT OF ITS ACTIVITIES

ASHRAE is concerned with the impact of its members’ activities on both the indoor and outdoor environment.
ASHRAE’s members will strive to minimize any possible deleterious effect on the indoor and outdoor environment of
the systems and components in their responsibility while maximizing the beneficial effects these systems provide,
consistent with accepted Standards and the practical state of the art.

ASHRAE’s short-range goal is to ensure that the systems and components within its scope do not impact the
indoor and outdoor environment to a greater extent than specified by the Standards and Guidelines as established by
itself and other responsible bodies.

As an ongoing goal, ASHRAE will, through its Standards Committee and extensive Technical Committee structure,
continue to generate up-to-date Standards and Guidelines where appropriate and adopt, recommend, and promote
those new and revised Standards developed by other responsible organizations.

Through its Handbook, appropriate chapters will contain up-to-date Standards and design considerations as the
material is systematically revised.

ASHRAE will take the lead with respect to dissemination of environmental information of its primary interest and
will seek out and disseminate information from other responsible organizations that is pertinent, as guides to updating
Standards and Guidelines.

The effects of the design and selection of equipment and systems will be considered within the scope of the
system’s intended use and expected misuse. The disposal of hazardous materials, if any, will also be considered.

ASHRAE’s primary concern for environmental impact will be at the site where equipment within ASHRAE’s scope
operates. However, energy source selection and the possible environmental impact due to the energy source and
energy transportation will be considered where possible. Recommendations concerning energy source selection
should be made by its members.
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education, ASHRAE shapes tomorrow’s built environment today. 

For more information or to become a member of ASHRAE, visit www.ashrae.org.

To stay current with this and other ASHRAE Standards and Guidelines, visit www.ashrae.org/standards.
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ASHRAE offers its Standards and Guidelines in print, as immediately downloadable PDFs, on CD-ROM, and via
ASHRAE Digital Collections, which provides online access with automatic updates as well as historical versions of
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between the active Standard or Guideline and its previous version. For more information, visit the Standards and
Guidelines section of the ASHRAE Bookstore at www.ashrae.org/bookstore.

IMPORTANT NOTICES ABOUT THIS STANDARD

To ensure that you have all of the approved addenda, errata, and interpretations for this
Standard, visit www.ashrae.org/standards to download them free of charge.

Addenda, errata, and interpretations for ASHRAE Standards and Guidelines are no longer
distributed with copies of the Standards and Guidelines. ASHRAE provides these addenda,
errata, and interpretations only in electronic form to promote more sustainable use of
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